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Lotus Protector for Mail Security
What we will cover in this Webinar

Lotus Protector for Mail Security — what is it?

Architecture — Where does it fit in an Environment

Setting up Lotus Protector — Installation and configuration options
Back-up and Restore

Lotus Protector Clustering — Make it redundant!

Lotus Protector and the Domino user

Sunday, September 5, 2010




A Single device that takes care of:
« Spam & Anti Virus (incl. Phishing, etc.)
« Content filtering (20 analysis modules)

* Intrusion protection (directory harvesting, denial of ser\/ice,w%;(‘
buffer overflow attacks, malicious urls, etc.)

»  Will work on both inbound and outbound mail -+
« Supports unicode — even double-byte character sets E»,%
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Lotus Protector for Mail Security
What does it do?

* White lists

« Black List

* Report Spam
 Review Held Mail
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e Current version is 2.6

* Runs either on dedicated HW (as an
appliance) or as a VM

e OS is SUSE Linux

» Can be clustered across multiple servers/
Instances
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Download Lotus

DOWnload it: Protector for Mail

Security

Free Trial for 90 days (full version!!)
Full version with updates for spam and AV

After 90 days the updates stop ... but the product
will still work

* Enter a license key and ... presto! It works again
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Lotus Protector - Architecture

System Requirements

VMWARE HARDWARE

* VMware Server 1.0.2 or later IBM xSeries: x3250 M2; x3350; x3550M2:

* VMware Workstation 5.5 or later %3650 M2
* VMware Player 1.0.3 or later
*VMware ESX 3.x or later 3 GB - 4 GB RAM
Single Intel Xeon processor
DVD device

2 GB of RAM (1 GB per virtual instance) Minimum 250 GB storage

100 GB of storage space
(50 GB per virtual instance)

2 Network interfaces » Hardware devices can process between

110K and 360K mail documents/hr
depending on configuration

» This configuration can process approx. »
70K mails/hr per virtual device *Currently only certified to run on IBM hardware, but can be
installed on selected other vendor HW as well
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Detailed requirements: http://is.gd/ezaGF Eﬁ L
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Mail can also flow
from the internal
mail infrastructure
out to the internet

via Lotus Protector
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MX Records Point to
FW which forwards
traffic to the Lotus
Protector instance

Mail originates
from the BBI (Big
Bad Internet)

Firewall

Lotus Protector

Lotus Protector scans and
cleans content, then
relays mail on to the
internal mail infrastructure

Internal Mail Infrastructure
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MX Records Point to
FW which forwards/
sprays traffic to the
Lotus Protector
cluster members

' All members of a
Protector cluster share

Internal Mail Infrastructure the same configuration
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MX records point to more
than one location

Depending on the Clusters could be
weighting of the MX independent or all
records this could be Lotus Protector
active-active or active- instances could be
passive part on one large

mega cluster

s

Lotus Protesto Lotus Protecto

Internal Mail
Infrastructure
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 VMWare and HW implementation both require
the same preparation

* Preparing all the information ahead of time is
Important

« Passwords for system accounts should be secure
and random

gobbleDiGook@3/” A\
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Lotus Protector: Installation

Preparation — Protector settings

* Network information (static/dhcp, dns, etc.)

* DNS entry for Protector
« SMTP relay: host name/IP

 Internal recipient mail server(s) host name/IP
« MX records (internal and external)
« SSL Certificates (for the user web interface)

\DW Lsnsnsms
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Lotus Protector: Installation

Preparation — Protector settings ... continued

Mail relay/connectivity — Ports

 FW rules external: ports 25(smtp) , 443 (https)

 FW rules Internal: ports 25(smtp) , 443 (https), 389 (Idap), 123 (ntp) ,
4443 (end user connectivity) , 5432 (configuration dB access for

cluster mates), 4990 (cluster mate communication channel)

wﬂ L&TEMS
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« VMWare image and installation on a physical server are slightly different —
the configuration steps are the same though

« The VMWare image has an extra port for Virtual server-to-host
communications. If you don’t need it, this port can be removed

« Some basic networking (IP address, DHCP, etc.) configuration can be done
from the system console and the remainder can be done via a Web interface
— or you can do it all via a web browser.

IMPORTANT

« The password for the Linux [root] account and the Protector [admin] account
are initially the same: [admin] — when you change them don’t make them the
same in production again!

Your Logo
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Lotus Protector: Installation

Setup and Configuration

« After either installing from DVD/iso file or setting up the
VMWare image, the following steps are virtually identical.

« Just power up the servers,and . . . ..
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Failsafe -- Mail Security Solution {smp)
Rescue system
System Backup
Sustem Restore

Boot Options

Language

\°°“°\G§
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irg 7 [PCSPP,TRISTATE]
using parport8 C(interrupt-driven).
[Fusion MPT misc device (ioctl) driver 3.84.86-suse
ptctl: Registered with Fusion MPT base driver
ptctl: /dev/mptctl @ (major,minor=18,228)
Ipiix4_smbus B8688:80:87.3: Found 0880:88:87.3 device
[piix4_smbus 8080:808:87.3: Host SMBus controller not enabled!?
mxnet: module not supported by Novell, setting U taint flag.
mxnet: module license 'unspecified’ taints kernel.
Mware vmxnet virtual NIC driver
: PCI Interrupt 80088:80:11.8[A1 -> GSI 18 (level, low) -> IRQ 177
[Found vmxnet/PCI at Bx1424, irq 177.
lpci_hotplug: PCI Hot Plug PCI Core version: 8.5

-> IRQ 185

lshpchp: Standard Hot Plug PCI Controller Driver version: 8.4
Linux agpgart interface vB8.181 (c) Dave Jones

gpgart: Detected an Intel 448BX Chipset.

gpgart: AGP aperture is 256M @ Bx8

cnet32.c:vl.31c 81.Nov.2885 tsbogend@alpha.franken.de

SYSTEMS
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ethd

ethd IP address: 192.168.123.123-24
Checking for network time protocol daemon (NTPD): doneed

ethl done
Setting up service network . . . . . . . . . . . . . . done.
Starting syslog services done
2010-08-22-21:10:22 lcdconfigd[2682]1 N Starting LCD-Config service
2010-08-22-21:10:22 lcdconfigd[2682]1 N No LCD found: LCD config terminated
Starting RPC portmap daemon done
20100822-211022 I gqreportd[2701]1: Starting service greportd
20100822-211022 I qreportd[2701]1: Start service rc=0
Starting recipientverificationd
20100822-211023 I scdaemonl2?731]1: Starting Service Controller
20100822-211024 sd-xmaill2?501: [I]1 Starting Service Daemon [xmaill
Starting susrssbinszla_socket_server
Starting irgbalance unused
Generating new issDaemon keys: done
Starting issDaemon: done
Loading keymap i386-/quertysus.map.gz done
Loading compose table winkeys shiftctrl latinl.add done
Start Unicode mode done
Loading console font lat9uw-16.psfu -m trivial GO:loadable done
Checking-updating CPU microcode done
Starting name server BIND done
Starting PostgreSQL_

Your Logo
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Sun Aug 22 21:10:53 UTC 2010 eth1:192.168.1.6-24

mounting srescue

Creating Backup

listfile svarslibsbackupss/sysbackups.list

unmount il'lg /rescue

Master Resource

Control: runlevel 3 has been reached

Skipped services in runlevel 3: irg_balancer

20100822-211056
20100822-211056
20100822-211058
20100822-211058
20100822-211058
20100822-211058
20100822-211100
20100822-211100
20100822-211100
20100822-211100

Welcome to SUSE

Mailsecurity System Install2 VU2.12.2 running on sdevsttyl
detailed log is shoun on console tty8 (press Alt-F8)
Install Flags:

Current install state: 9

Installation cleanup

chkconf ig autoinstall off

Starting console login

Linux Enterprise Server 10 8SP2 (i586)

Kernel 2.6.16.60-0.34-smp (ttyl)

unconf igured login: admin

Password: _

SYSTEMS
IT Consulting Services
www.toalsys.com

Upper right corner will show
what |IP address it received
through DHCP initially

Lotus Protector initial setup is
finished

*It reports itself at SUSE Linux
10
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Kernel 2.6.16.60-0.34-snp (ttyl) eth0:192.168.123.123/24
eth1:192.168.1.6-24

unconf igured login: admin

Password:

ProvS8etup V1.3.2 (c) IBM Internet Security Systems

Reading active configuration...

ProvSetup V1.3.2
Current configurati values and status

Hostname : unconf igured.hostname
Interface eth0 : 192.168.123.123,255.255.255.0 1000Mbss,Full Duplex

Interface ethl : 192.168.1.6-255.255.255.0 1000Mbss,Full Duplex
Default Gateway: 192.168.1.1

Set passwords [1

Set Hostname [unconf igured.hostname]l
Set config ethl [DHCP1

Set default GUY [DHCP1

Save Configuration

exit setup

Select: _

Set Passwords first

SYSTEMS
IT Consulting Services
www.toalsys.com

Default IP addresses
for VMWare

You can also set
the Linux [ROQOT]
password from
here!

Then set the IP information

Your Logo
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« Now Connect via the browser to the eth1 interface

1. Accept the SSL certificate

2. The Welcome Page

~

Welcome
This Setup Assistant will guide you

the

Config Method )

License Number ) Passwords

=

steps for your new Mail Security Solution.

On the following pages you can configure all settings that are necessary for integrating your Selution into your existing infrastructure.

Important: If you are not sure which settings to configure, view the embedded help on each page or consult the manual
It needed, you can modify any of these settings later using the Management Interface

Click Next to begin.

You can replace the SSL

certificate later http://is.qgd/
eB5fZ

General | Details

Certificate Viewer:"protector.notesbusters.com”

CAL

—

IT Consulting Services
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Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN)
rganization (O)
rganizational Unit (OU)
Serial Number

Issued By

Common Name (CN)
Organization (O)
Organizational Unit (OU)
Validity

Issued On

Expires On
Fingerprints

SHA1 Fingerprint

MD5 Fingerprint

protector.notesbusters.com
Any Organization

Any Unit
00:BC:06:24:99:E2:CB:DC:A3

protector.notesbusters.com
Any Organization
Any Unit

08/22/2010
08/19/2020

BB:3B:B8:21:69:84:CF:46:13:4B:16:C8:B1:52:1D:9B:BE:4A:82:AC
E4:BC:2C:51:F9:62:FA:3B:E8:EB:9B:8F:48:41:4D:D2

Your Logo
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)

Software License Agreement Export Administration Regulations
Please read the ing license ag fully Downloading of updates requires you to agree to the Export Administration Reg

Config Method )

Please read the accompanying license agreement carefully before using the Program. By selecting "Acc| | By clicking on I agree, you certify under penalty of perjury that
« all of your representations supporting these Certifications are t
I English (English) d * you do not know of any additional facts that are inconsistent wi

View agreement in:

If you do not understand or do not agree to the below certifications you may no
IMPORTANT: READ CAREFULLY
Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs Please note that Supplement No. 3to Part 740 of the U.S. Commerce Depart
2. IBM International Program License Agreement Luxembourg, the Netherlands, New Zealand, Norway, Poland, Portugal, Sp

If Licensee is obtaining the Program for purposes of productive use (other than evaluation, testing, triz we umlermnd that the EAR and other US port/ i g i b pr
Additionally exportsire-exports of the subject products are prohibited to indi
If Licensee is obtaining the Program for the purpose of evaluation, testing, trial "try or buy," or demonst] Department's Unverified List, the Treasury Department's Lists of Specially

“Evaluation License"), without modification; and (ii) the IBM International Program License Agreemen Hwe are (a) located in the U.S., Canada. or a country listed in Supplement
3, we certify the following:
The Evaluation License will apply during the term of Licensee's Evaluation. o Except as specifically authorized by the requisite U.S. Government agencieg

‘We will nct use or transker the Subject Product for use in any s2nsitive nuc
AT s At s $ S Rt S ‘We understand that countries or areas cther than the U.S. may restrict the ||
» Read Non-IBM Terms :Irfnxf:;mnd and agree that i we are in the U.S. and we export or transk
i we are an office of the government of Canada or a country listed in Suppld
Hwe are an office of the government of the U.S. located outside the U.S., Ca

4 Decline | | Iaccept both the IBM and the non-IBM terms.

[ 4 Back ] [ | agree b

Your Logo
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The assistant is the
easiest way to get
Lotus Protector up

and running initially

Experienced users
can enter everything
manually

A

\: IT Consulting Services

U
www.toalsys.com

Config Method License Number ) Passwords )

Configuration Method
Please choose how to configure your Solution.

You can use the Assistant to take you through all necessary steps of the Solution configuration, which will ensure your Solution is ready to run in a matter of minutes.
Experienced users can also choose to skip the Assistant and configure the Solution manually.

Notice: Do not skip the Assistant unless you know which settings to configure manually.

© Configure your Solution using the Assistant

© skip the Assistant and configure the

[1Back][NextDl

Your Logo
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License Number

If you have an existing Licenss Number

Please register your license number with the Solution.

I ice n Se - e n te r it h e re To receive updates for your Solution you must install a valid license.

If you use a trial license the Solution will receive updates for a limited evaluation period only.

The trial license is fully O Install license now
. . Enables all protection features against Spam and Malware and provides your Solution with regular updates and enhancements.
functional and valid for B
90 d ayS ' E"éi;;ables all protection features and provides updates for a limited evaluation period.

liBackJ[NextD]

Your Logo

Sunday, September 5, 2010



http://www.toalsystems.com/
http://www.toalsystems.com/
http://consultantinyourpocket.com/ciyp/ciyp.nsf
http://consultantinyourpocket.com/ciyp/ciyp.nsf

- TEMS
\:— IT Consulting Services

c I
www.toalsys.com

¢ Protectc allatio @KAL

Change the
paSSWO rds here w e SLA -AR Config Method cense Number Passwords
u n IeSS you Password Configuration
Passwords have already been configured from the console.
have already
Skip this step if you have already set these passwords to access the Solution.
Ch a n g ed th e m If you received a preconfigured Solution, you should set a new password.

If you are not sure how to set a new password, you can change the password later from the Management Interface.
at the console

Click Next to skip this step or set new passwords.

[‘Back][NextD]

Password Configuration
Please specify the passwords used to access the Solution.

Asecure password should consist of:
o Atleast 8 characters
« Upper and lowercase letters
« Numbers and special characters

T o
Do not lose your Root password!

2 We cannot recover o reset the password once you have created i.

Now passerortl| ] [@ Password must be set.

Confirm new password: l ]

Admin Password [ what's this? ]

Now passwortll | | [@ Password must be set.

Confirm new password: l ]

\‘)o‘m‘e‘s
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Change the network
onfiguration here unless
= ou have already changed
t at the console

License Number

Config Method

Network Configuration
The network has already been configured from the console.

Skip this step if you have already set up all necessary network details.
If you do not know how to configure the network settings, consult your network administrator.

Note: If needed, you can modify these settings later using the Management Interface or using Maintenance mode on the console.

Click Next to skip this step or configure the network.

Welcome AR Config Method License Number
T ——————————— Network Configuration

To integrate your Solution into the existing infrastructure please configure the network settings below.

Important: If you are not sure which settings to configure, leave the settings at their default or consult your Network Administrator.
You may modify these settings later using the Management Interface or using Maintenance mode on the console.

Network Identification
Click “Configure the Host name: protector. notesbusters. com
Network” to get to S pimenin e e s

the details

Primary Network Interface (eth1)
The main network interface is used to facilitate primary communication with the network.

& Configure IP add ically (via DHCP)

4 configure DNS servers automatically (via DHCP)

\‘)o‘m‘es

Sunday, September 5, 2010



http://www.toalsystems.com/
http://www.toalsystems.com/
http://consultantinyourpocket.com/ciyp/ciyp.nsf
http://consultantinyourpocket.com/ciyp/ciyp.nsf

o.'o-o allatic LSKA,!‘E

. - - . \:— IT Consulting Services

www.toalsys.com

Edit and configure

SMTP Settings

th e S M T P O pti O n S Configure SMTP settings that enable the Solution to inspect and filter inbound and outbound mail trafic.

Important: If you are not sure which settings to configure, leave the settings at their default setting or consult your E-mail Administrator.
You may modify these settings later using the Management Interface.

such as relays, ...
internal domain

Root Domain: US€d to identify e-mails relayed by this Solution.

CO ntro I S y e- m a i I » Configure system e-mail addresses

a d d re S S e S etC 5 Local Domains: FProvide the mail server names or IP addresses for each internal mail exchange domain.

Dotesbusters. com=192.168.123.100 Syntax:
DOMAIN=SERVER:PORT,ALTERNATE SERVER:PORT

Port can be omitted, one domain per line.

» Configure relay hosts

Sending E-mails
Delivery Mode: Please specify how the Solution should handle e-mail delivery.

© Use DNS resolution for outbound e-mails

O use a list of Forwarding servers

Syntax:
DOMAIN=SERVER:PORT,ALTERNATE SERVER:PORT

Ports can be omitted, one domain per line.
Use an asterisk (*) as a domain wildcard.

Your Logo
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To edit more detailed
settings for mail, click on
“Configure system email

addresses” and
“configure relay hosts”

SMTP Settings

Configure SMTP settings that enable the Solution to inspect and filter inbound and outbound mail traffic.

Important: If you are not sure which settings to configure, leave the settings at their default setting or consult your E-mail Administrator.

You may modify these settings later using the Management Interface.

General
Used to identify e-mads relayed by this Solution.

Root Domain:

| protector . notesbusters. com

| postmaster gexample. com

i I postmaster @example. com

| no-replygexample. com

|
]
I postmmster Gexample. com I
|
|
|

Receiving E-mails

N

Local Domains: Provide the mail server names or IP addresses for each internal mad exchange domain.

Detsshusters. com=192.168.123.100

Relay Hosts:

Syntax:

DOV

PORT AL

SERVER:PORT

Port can be omitted, one domain per ine.

Specify which hosts are allowed to send e-mails not directed at the root domain or Jocal domains.

127.0.0.1/255.255.255.255

Sending E-mails

Syntax:
1P ADDRESS/SUBNET MASK

Delivery Mode: Pi2ase specify how the Sohution should handie e-mad defivery.

® yse o resolution for outbound e-mails

Use a list of Forwarding servers

Syntax:

DOMAIN=SERVER:PORT ALTERNATE

‘SERVER:PORT

Ports can be omitted, one domain per fine.

Use an astensk (*) as a domain wildcard.

TAL
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ome SLA EAR Config Method License Number Pas is
Events & Alerts

Please specity how your Solution should notify you of events.

Specify if you want to be alerted by e-mail of system events or would rather subscribe to the RSS feed.
Note: You can enable SNMP alerts later using the Management Interface.

Central place to set up alerts. RS Fed

The RSS feed enables you to keep up with the latest system events. You can use your RSS client to filter events and sort them by category.

[5 Subscribe to Event Log RSS feed

AISO g|VeS you the E-mail Alerts

Subscribe to an event type and specify a notification e-mail address for the event.

O p po rtu n ity to ad d a n RSS Please note: Subscribing to "System Infos” may generate a high volume of e-mails.
feed to yo ur favo rite read er Send me e-mail alerts for:

1 Al Mail Security Events
System Errors
System Warnings

System Infos

Send to: l adnin@notesbusters. com I

Send via SMTP Server: I mailsrvl.notesbusters.com I

[ Why should 127.0.0.1 not be used to send SMTP alerts?]

4 Back ] [ Next | }

Your Logo
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Config Method

Date and Time

Time settings: T
Default is the el L e LR SR B
time.nist.gov server, e e ——
but you have the AT D
options to synch with e
an internal NTP server i i iy i )

noteadl (0 EEEeaes

icon to select date & time.

[ Why is time synchronization so important? ]

NTP-Server: 1 time.nist.gov

[iBack][Nextb]

<o
Your Logo
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SLA EAR Config Method License Number Pe Network
Finishing the Setup Assistant
. . "
C I I Ck [F I n I S h] to The Setup Assistant is ready to apply your settings.
f' I . th Applying your settings may take several minutes to complete.
-th th t ATTENTION:
WI e S e u p I you are changing the host name of your Solution:
o You may be disconnected from the web interface while the SSL certificate is being d. Thisisr y sothatthe ifi matches the Solution's host name.
a SS I Sta nt You may then be asked to accept a new SSL certificate or certain browsers may detect this as a fraud attempt and prevent you from reconnecting.
If this occurs, remove any certificate for this Solution that is registered with your browser, and then restart the browser. The Setup Assistant will automatically resume your session.

i you are ing the "Admin” p
Use the new password you set earlier.

Click Finish to begin or Back to review your changes to the configuration.

Finishing the Setup Assistant

i,‘l‘ Applying the configuration. This may take some time...

\‘)o‘m‘e‘s

DgOo
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Configuration Update complete

s Your Solution has updated the configuration settings.

s All affected modules have been restarted.

» Start a new session.

<o
Your Logo
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Go to [Updates &
Licensing] to download the
latest updates for your
device — play it safe and
don’t relay any mail
through it until it has
updated!

Connected to: protector.notesbusters.com

@-45) Mail Security
@& SMTP

@3] System

@-[h Backup & Restore
=74 Updates

w-@ Support

‘ CAL

\:— IT Consulting Services

www.toalsys.com

Updates and Licensing
3 . Detecting Update Status...

Components

w Content Filter Database: Detecting...

Component Status Update in progress...
Please wait until the status update has been completed.

l p Firmware: Detecting...

l p Intrusion Prevention Signatures: Detecting...

I p AntiVirus Signatures: Detecting...

Licenses

[b Mail Security License: Detecting...

l p Antivirus License: Detecting...

Your Logo
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Follow the Admin guide on how to test if your
Protector is relaying mail correctly

* Follow the [Getting Started Guide] ( on p. 28) — it is a great way to learn how to
configure your new Protector:

— Configure a client to relay SMTP mail through the Protector
— Configure the Protector to allow that IP to relay
— Send mail to an internal account and one to an internet mail — if they make it you are golden

— Test a security Policy: have it scan for specific words in a subject, send mail with that subject and verify if it is
being processed

A\
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« SMTP Service Settings (inbound, outbound) for retry
options, mail delays, undeliverable mail options, etc.

« Transport Layer Security (TLS)

« Spam/Virus settings (ZLA, host reputation filters, etc.)
* Mail policy rules

« LDAP directories — Server settings

« Mail storage and quarantine settings

* Intrusion Prevention settings

,ﬂ‘:'\\
TPA
— | Fy %
o VH . A,
0 o
< DA

....................
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Lotus Protector: Backups

System Back-ups vs. Configuration Snapshots

A system back-up is a complete snapshot
of the entire system, including the
operation system. You can only have ONE
system back-up at any time.

The existing system back-up that comes
with the installation will restore the system
back to it's original installation — Should
you make a mistake in your first setup this
will bring you back to a clean slate. Once
you create a system back-up you will
overwrite this original back-up.

have the additional

option to use
VMWare snapshots

Sunday, September 5, 2010

When running on
VMWare you also

System Back-ups Configuration Snapshots

The configuration snapshots are back-ups
of the configuration of the Lotus Protector
box (mail, SMTP, LDAP, policies, etc.).

You can have as many snapshots as you
like and you can download them to your
PC do save them in a outside of the Lotus
Protector box

You should take snapshots every time you
are about to make configuration changes
and right after you have made changes to
be able to restore to earlier settings.

Your Logo
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Lotus.

Connected to: protector

4} Home
45) Mail Security

2] System
=5 Backup & Restore

[P Log Files
#-{@) Updates
@ support

actor: Bs g AL

TEMS
\= IT Consulting Services

www.toalsys.com

Logged in as: Administrator

Connected to: protector
4 Home Backup & Restore: System
#-45) Mail Security

=

©

Backup & Restore: System

The configuration and firmware of your Solution can be backed up to allow for disaster recovery or rollback of configuration errors.

-P,j Updates
@@ Support Manage Configuration Backups

Manage System Backup

The System Backup stores the current firmware and configuration in one snapshot to allow recovery in case of a disaster or firmware upgrade failure.

Logged in as: Administrator

Backup & Restore: System

Manage Configuration Backups
Use this page to manage snapshot files of your Solution's configuration settings.
‘You can create snapshot files that contain different versions of configuration settings or to test new policy settings without losing the Solution's original configuration settings.

(©) Note: Your Solution wil automatically create snapshots of the current configuration every day at midnight.

« Return to the previous page

Configuration Backups
© New | @ Restore | X Delete 1 upload ' E Download
Backup Name Size (kB) Created on
(© 2010_08_26_Automatic_Configration_Snapshot.autobackup 500.00 26 Aug 2010 00:00:05
510.00 26 Apr 2010 09:31:26

=| factoryDefault.settings

Your Logo
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Lotus. _—

Connected to: protector Logged in as: Administrator Logout
-f Home Backup & Restore: System @
45) Mail Security B =
& SMTP
] System Manage System Backup
=5h Backup & Restore
@m Use this page to create a full system backup of the Solution's firmware.
@ Log Files Creating a System Backup is recommended before applying firmware updates.

@) updates

« Return to the previous page
@ Support

® @ The page at https://10.2.2.188 says:

0 WARNING:

This will create a new system backup overwriting the previous snapshot.
Your Solution will switch to a maintenance mode and will be unavailable until this
process completes.

Please confirm you want to proceed. M

o

otus Protector™ [rim
will be

unavailable Backup initiated

durin g the full » Afull system backup has been initiated and you have been logged out automatically.
= The backup will take several minutes to complete during which all Solution services will be unavailable.
system back- : . s SR
| » [fyou have enabled E-mail- / SNMP-Alerts you will receive a message as soon as your Solution is online again.
up!

Please close the browser window to end your session.

Your Logo
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Lotus Protector: Clustering

Setup and Configuration Explained

Users receive information about
Spokes replicate database information (info on their quarantined items and other
processed mail messages, policy actions, etc.) personalized data via the central
to central appliance appliance

entral Appliance

Cluster Member

Internal Mail Server

Mail is routed through all
appliances (incl. the central
appliance ) and then on to the
internal mail infrastructure

Your Log 0o wwwioalsys.com
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 When you add a LPMS server to a cluster it looses all of
its existing Data

* The first LPMS that you add to a cluster becomes the
central appliance that all other servers will pull their
configuration from

« Cluster mates must be able to communicate via ports
9432 (database access) and port 4990 (cluster
communication) with each other

« Users interact only with the central device

Your Logo
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* A cluster member communicates all data about the mail it processed
to the central appliance, but does not actually copy or move that mail
(quarantined, waiting, queued, etc.) to it.

« Cluster members receive all their configuration settings from the
central appliance

 When creating a cluster you will need to decide a passphrase which
is used to add and remove members later. Do not forget that
passphrase, it cannot be retrieved later

Your Logo
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Connected to: protector

~4} Home
£1-45) Mail Security

[Z] Policy

Policy Objects

E-mail Browser

Verify Who Objects

@ Reporting
ernng

58 Configuration
-8 TLS Certificates
&) Queue Browser

=[25] System

/& Events

([ Log Files

£ End User Manager
-3 Firewall
@] IPS Configuration
- 4 IPS Protection List
- g Networking

9 Routes

4 E-mail- & SNMP-Alerts
=] Time
{3 system Tools

-5 Backup & Restore
-7 Updates
&-@ Support

\Do“axes

Clustering

Create a New Cluster

Use this

Join an Existing Cluster

Standalone Mode

The Solution is currently not part of a cluster and is operating in standalone mode.
You can either create a new cluster (the Solution becomes the central Solution in

Connected to: protector
4} Home

£-45) Mail Security

[Z] Policy

[J) Policy Objects

(£) E-mail Browser

Verify Who Objects

@ Reporting

=& SMTP
&) Configuration
TLS Certificates
&) Queue Browser
=£3] System
/A Events
() Log Files
g End User Manager
&3 Firewall
(&) IPS Configuration
_» IPS Protection List
4 Networking
¥ Routes
Admin Passwords
E-mail- & SNMP-Alerts
Time
[il system Tools
@5 Backup & Restore
@) Updates
@ Support

that cluster) or you can add the Solution to an existing cluster (the Solution becomes a client of that cluster).

lution (C

Use this page to configure settings that enable the Solution to join an existing cluster of Solutions.

Clustering

Create a New Cluster

Al

TEMS
\:— IT Consulting Services

www.toalsys.com

Logged in as: Administrator

Create a new
cluster and
enter the new
passphrase

r Central) in the

Logged in as: Administrator

You have selected to create a new cluster. During this process your

« Return to the previous page

Preceding tasks:

. i aNTP time server
 Open the Eirewall ports for Cluster & De

ignated interface

New Cluster Settings:
3 Prspe:
Commpmsonse auenenen

‘Warning: Do not lose your We or reset

Al cluster modifications require you to enter your passphrase.

Communication IP:
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http://www.toalsystems.com/
http://www.toalsystems.com/
http://consultantinyourpocket.com/ciyp/ciyp.nsf
http://consultantinyourpocket.com/ciyp/ciyp.nsf

Er

Connected to: protector
4} Home

E=-45) Mail Security

[Z] Policy

[JJ) Policy Objects

(&) E-mail Browser
Verify Who Objects
@ Reporting

& SMTP
S8 Configuration
[83 TLS Certificates
&) Queue Browser
--55) System
/A Events
{[5) Log Files
g End User Manager
[ Firewall
(&) IPS Configuration
2 IPS Protection List
-4# Networking
¥ Routes
& Admin Passwords
4 E-mail- & SNMP-Alerts
(&) Time
[R system Tools
4 Backup & Restore
#-{) Updates
@ support

\Do“oxes

Clustering (%)

Create a New Cluster

You have selected to create a new cluster. During this process your Solution Cluster Central. L required settings and provide all necessary information.

« Return to the previous page

. ® @ The page at https://10.2.2.188 says:
Preceding ta

ATTENTION: The Solution loses all data (including e-mails) when it joins a cluster.

* Open the Fi Please confirm that you want to proceed.

—
Qemnel gk

New Cluster

2 P
Contem s

‘Waming: Do not lose your passphrase! We cannot recover or reset the password once you have created it.
All cluster modifications require you to enter your passphrase.

Communication IP: ﬁ [What's this? ]

Attention:

“The Solution loses all data (including e-mails) when creating a new cluster.
able to access services for creating a is finished.

Creating a new Cluster

3! Processing pending operation. Please stand by...

Date Message

2010-08-27 11:11:07 Create Cluster has been called, this instance will now invoke a restart.

AL

TEMS
&“_ IT Consulting Services

www.toalsys.com

Once you click
OK all your
previous mail is
lost
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Connected to: protector

B Hone

5] System

Ch Backup & Restore
#-{@) Updates

@ Support

Home

 GiPrtsion ( G1cusemng ( (G1Ttte ( GlResouces | MUpsa) (01 3ysem

[Goto... i

Cluster Status:

N —- |

[

Analysis Status Assessment - Good

| Database Writer Queue I 0 Level not yet changed
Health A - Good

Replication Overdue 0 % (59 seconds) 2010-08-27 11:37:06.000
Central To Local Replication Overdue 0 % (0 seconds) 2010-08-27 11:37:06.000
Local To Central Replication Overdue 0 % (0 seconds) 2010-08-27 11:37:06.000
Database Connection Emor 0 2010-08-27 11:32:05.000
System Clock Deviation 0 seconds 2010-08-27 11:33:55.000
Schema Version Confilict 0 2010-08-27 11:33:55.000
Cluster Configuration Mismatch 0 2010-08-27 11:32:05.000

SMTP Status Assessment - Good
Analysis Queue Rating 0% 2010-08-27 11:32:11.000
Resource Shortage 0 Level not yet changed
Message Tracking Queue 0 Level not yet changed
IPC Queue Rating 0 Level not yet changed
Send Queue Rating 0% 2010-08-27 11:34:06.000

Once you have
created a
cluster, there is
then a new tab
with cluster
specific stats
available on the
home screen
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PPOtECtOr2.t0aIoy 5.0 otus Prote
SU 4 IE] https:{/10.2.2.189/main.php?page=sys_updates_status.php vI @] [ﬂ [L I’f Live Search

ile Edit View Favorites Tools Help

} Favorites ‘ i;; @ Suggested Sites v E ‘Web Slice Gallery v

? protector2.toalsys.com - Lotus Protector for Mail Sec...

Connected to: protector2.toalsys.com Logged in as: Administrator
4%} Home A
2-45) Mail Security * Enable time synchronization with a NTP time server N OW o u a re
[Z] Policy * Open the Firewall ports for Cluster & Database communication on the designated interface y
Policy Objects * Remove the Who-Objects from the SMTP Incoming / Recipient Verification

ready to add
cluster members
to the mix

©) E-mail Browser

Verty Who Oects

% Cluster \?) ATTENTION: The Solution loses all data (including e-mails) when it joins a cluster.
1.& SMTP o Please confirm that you want to proceed.

% Configuration uster g
&3 TLS Certificates
&) Queue Browser (3 PassprTaser
23] system
/% Events
5 Log Files Communication IP: I 10.2.2.189 vl What's this?
& End User Manager
& Firewall
() 1PS Configuration
_» IPS Protection List
& Networking

& Routes Attention:
& Admin Passwords The Solution loses all data (including e-mails) when it joins a cluster.
I:j E-mail- & SNMP-Alerts | In addition all Mail Security Policy and Policy Object settings will be overwritten by the Cluster Central's configuration.
lj'l Time You will not be able to access services on the Solution until the process for joining the cluster is finished.
1)

[ system Tools
2.0 Backup & Restore
(P System - |
1| | »f |
tps:{{10.2.2.189]pvm_utilsfpvm_cluster_action.php [0 T T e [ Trusted sites Ja v | ®m0% -

!starl:l J é J THomeD2{ToalSys: Lotus... II (€ protector2.toalsys.co... J 9 L Q' 9:58PM
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* Users on Lotus can directly interact with their
data on the LPMS appliance

« Users can browse their blocked/quarentined mail
messages, manage their back/white lists and
manage their daily quarantine report

* LSPS requires LDAP and a Notes client (and mail
file template) 28.5.1

....................
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First setup LPMSrs

to use your
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R —
G@ v Ié] https://10.2,2.189/main.php?page=sys_updates_status.php 'I [BJ ‘7] [EJ I:,' Live Search [EEJ

File Edit View Favorites Tools Help

{7 Favorites | ié @ Suggested Sites v E] Web Slice Gallery v

ﬁ protector2,toalsys.com - Lotus Protector for Mail Sec...

ﬁ- v [ @- Page ~ Safety ~ Tools » @-

Connected to: protector2.toalsys.com

4} Home
=145 Mail Security

Logged in as: Administrator

Policy Objects

Domino server as ~ zz- o e e G

an LDAP di

Bl Policy Objects] E-mail Storages | who | when I Analysis Modules I Responses |
©) E-mail Browser
rector Verify Who Objects /7% t3 00

@ Reporting I
8 Clustering
& SMTP
(23] system
Ch Backup & Restore
=@ updates
#g Updates & Licensing

T Automatic Updates
[N N

Active | Name | Comment | SMTP Match Mode | Type
Active Directory Offline  Use for recipient verification only  Full Address Only LDAP Server
Active Directory Online Use for live connections for end-use Full Address Only LDAP Server
Domino Directory Online  Use for live connections for end-use Full Address Only LDAP Server
Domino Directory Offline  Use for recipient verification only  Full Address Only LDAP Server

i i

Choose the built-in
Domino directory
and edit the

) Save Changes @ Cancel Changes

[T [ [V Trusted sies [% - [®100% -
% l@protectorz.tualsys.co... J 9| L O 10:01PM
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protector2.toalsys.com - Lotus Protector for Mail Security 2.5.0.2 - Windows Internek Explorer

@ 4 IE https://10.2.2.189/main.php?page=homepage.php

File Edit View Favorites Tools Help

<7 Favorites | 3% @ Suggested Sites ] Web Slice Gallery ~

Enable end
user access
to data via e
the [End -2 o :

@ protector2.toalsys.com - Lotus Protector for Mail Sec...

BN policy] Settings | Message Tracking { Reporting | Advanced Parameters
(]| Policy Objects
U Se r _ E—mayil Br;wser (Rdes r End User Interface rSpam Settings ]

Verify Who Objects Default Access Mode: h
Interface] & reonns
End User Interface URL: | https:#10.2.2.189:4443 |

. 8 Clustering
#-& SMTP
pOIICy =3 System /4% 13 00
/% Events ] Wheo Access Type ]
-[F] Log Files
£ End User Manager
- Firewall
(] 1PS Configuration
~ o IPS Protection List
& Networking
' Routes
-&] Admin Passwords
£ E-mail- & SNMP-Alerts
-[E] Time
{3 system Tools
#-5h Backup & Restore
#-{) Updates
=@ support © save Changes @ Cancel Changes

applet net.iss.cpe.CpeControllerApplet started DT g [ Trusted sites Cav wi00% v
ﬂstartl J @é J 1) THome02{ToalSys: Lotus... || (€ protector2.toalsys.co... ] 9L O g02am
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Enable port 4443
access on your
internal network
port (or any other
port you want to
use)
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~ . IT Consulting Services
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SYSTEMS
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* Create (or edit and existing) Desktop policy that
specifies the notes.ini variable [$Protector Location]

Format:

$Protector Location=protector.notesbusters.com:4443
Or
$Protector Location=10.2.2.188:4443

Your Logo
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After adding
the notes.ini
variable the
Protector
specific
features are
available in the
mail file
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Lotus Protector:Resources

Protector WIKI: hitp://tiny.cc/sd/vs

Protector Homepage: hiip://tiny.cc/5dstt
Protector Documentation: hitp://tiny.cc/wiud5
Protector Support Forum: http://tiny.cc/b6r6l

W«ﬁ i é— AL
YO u r Log 0 www.toalsys.com
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THANK YOU!

Any Questions?




Victor Toal T AL

How to contact me: SYSTEMS

IT Consulting Services

*E-mail: victor@toalsys.com www-tolsys.com
-Skype: Victor_toal

Twitter: vtoal

My Website: http://www.toalsys.com
My Blog: http://notesbusters.com
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