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Lotus Protector for Mail Security – what is it?

Setting up Lotus Protector – Installation and configuration options

Lotus Protector Clustering – Make it redundant!

Architecture – Where does it fit in an Environment

Back-up and Restore

Lotus Protector and the Domino user

What we will cover in this Webinar
Lotus Protector for Mail Security
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Lotus Protector for Mail Security

A Single device that takes care of:
• Spam & Anti Virus (incl. Phishing, etc.)
• Content filtering (20 analysis modules)
• Intrusion protection (directory harvesting, denial of service, 

buffer overflow attacks, malicious urls,  etc.) 
• Will work on both inbound and outbound mail
• Supports unicode – even double-byte character sets

What is it and what does it do?
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Lotus Protector for Mail Security

WORKS DIRECTLY WITH THE DOMINO CLIENT
• White lists
• Black List
• Report Spam
• Review Held Mail

What does it do?
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What is Lotus Protector for Mail Security

• Current version is 2.6
• Runs either on dedicated HW (as an 

appliance) or as a VM 
• OS is SUSE Linux
• Can be clustered across multiple servers/

instances

Install Options
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What is Lotus Protector for Mail Security

• Download it:
• Free Trial for 90 days (full version!!)
• Full version with updates for spam and AV
• After 90 days the updates stop … but the product 

will still work
• Enter a license key and  … presto! It works again

How do you get it?
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System Requirements
Lotus Protector - Architecture

T*Currently only certified to run on IBM hardware, but can be 
installed on selected other vendor HW as well

Templates

    * VMware Server 1.0.2 or later
    * VMware Workstation 5.5 or later
    * VMware Player 1.0.3 or later
    * VMware ESX 3.x or later

VMWARE

1 2

HARDWARE

 2 GB of RAM (1 GB per virtual instance)
100 GB of storage space 
(50 GB per virtual instance) 
2 Network interfaces

• This configuration can process approx. 
70K mails/hr per virtual device

IBM xSeries: x3250 M2; x3350; x3550M2; 
x3650 M2

3 GB - 4 GB RAM
Single Intel Xeon processor
DVD device
Minimum 250 GB storage

• Hardware devices can process between 
110K and 360K mai l documents/hr 
depending on configuration

Detailed requirements: http://is.gd/ezaGF
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Lotus Connector Architecture
Example 1: Single Instance

Mail originates 
from the BBI (Big 

Bad Internet) 

Mail can also flow 
from the internal 

mail infrastructure 
out to the internet 
via Lotus Protector 
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Lotus Connector Architecture
Example 2: Redundant/Clustered Instance

Sunday, September 5, 2010

http://www.toalsystems.com/
http://www.toalsystems.com/
http://consultantinyourpocket.com/ciyp/ciyp.nsf
http://consultantinyourpocket.com/ciyp/ciyp.nsf


Your Logo

Lotus Connector Architecture
Example 3: Multi-Instance Implementation
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Lotus Protector:  Installation

• VMWare and HW implementation both require 
the same preparation

• Preparing all the information ahead of time is 
important

• Passwords for system accounts should be secure 
and random

Preparation

“*-
gobbleDiGook@3/”
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Lotus Protector:  Installation

• Network information (static/dhcp, dns, etc.)
• DNS entry for Protector
• SMTP relay: host name/IP
• Internal recipient mail server(s) host name/IP
• MX records (internal and external)
• SSL Certificates (for the user web interface)

Preparation – Protector settings
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Lotus Protector:  Installation

Mail relay/connectivity – Ports

• FW rules external: ports 25(smtp) , 443 (https)
• FW rules Internal: ports 25(smtp) , 443 (https), 389 (ldap), 123 (ntp) , 

4443 (end user connectivity) , 5432 (configuration dB access for 
cluster mates), 4990 (cluster mate communication channel)

Preparation – Protector settings … continued
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• VMWare image and installation on a physical server are slightly different – 
the configuration steps are the same though

• The VMWare image has an extra port for Virtual server-to-host 
communications. If you don’t need it, this port can be removed

• Some basic networking (IP address, DHCP, etc.) configuration can be done 
from the system console and the remainder can be done via a Web interface 
– or you can do it all via a web browser.

IMPORTANT
• The password for the Linux [root] account and the Protector [admin] account 

are initially the same: [admin] – when you change them don’t make them the 
same in production again!

Lotus Protector - Installation
VMWare vs. Physical
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Lotus Protector:  Installation

• After either installing from DVD/iso file or setting up the 
VMWare image, the following steps are virtually identical. 

• Just power up the servers, and . . . . .

Setup and Configuration
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Lotus Protector: Installation
Power on – here we go!
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Lotus Protector: Installation
Linux console at work
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Lotus Protector: Installation
Power on – here we go!

•Lotus Protector initial setup is 
finished
•It reports itself at SUSE Linux 
10

Upper right corner will show 
what IP address it received 
through DHCP initially
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Lotus Protector: Installation
Power on – here we go!

Default IP addresses 
for VMWare

Set Passwords first
Then set the IP information

You can also set 
the Linux [ROOT] 

password from 
here!

Sunday, September 5, 2010

http://www.toalsystems.com/
http://www.toalsystems.com/
http://consultantinyourpocket.com/ciyp/ciyp.nsf
http://consultantinyourpocket.com/ciyp/ciyp.nsf


Your Logo

Lotus Protector: Installation
Power on – Connect via the browser

• Now Connect via the browser to the eth1 interface 

1. Accept the SSL certificate

2. The Welcome Page

You can replace the SSL 
certificate with your own 

certificate later http://is.gd/
eB5fZ 
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Lotus Protector: Installation
Accept all agreements . . . . 
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Lotus Protector: Installation
The configuration Assistant

The assistant is the 
easiest way to get 
Lotus Protector up 

and running initially

Experienced users 
can enter everything 

manually
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Lotus Protector: Installation
License of free, fully functional eval?

If you have an existing 
license – enter it here

The trial license is fully 
functional and valid for 

90 days!
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Lotus Protector: Installation
Passwords ….

Change the 
passwords here 

unless you 
have already 

changed them 
at the console
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Lotus Protector: Installation
Passwords ….

Click “Configure the 
Network” to get to 

the details

Change the network 
configuration here  unless 
you have already changed 
it at the console
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Lotus Protector: Installation
SMTP specific settings

Edit and configure 
the SMTP options 

such as relays, 
internal domain 
controls, e-mail 
addresses etc.
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Lotus Protector: Installation
SMTP specific settings

To edit more detailed 
settings for mail, click on 
“Configure system email 

addresses” and 
“configure relay hosts”
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Lotus Protector: Installation
Alerts and RSS feeds … the internet has arrived

Central place to set up alerts.

Also gives you the 
opportunity to add an RSS 
feed to your favorite reader
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Lotus Protector: Installation
Time … what time is it?

Time settings: 
Default is the 

time.nist.gov server, 
but you have the 

options to synch with 
an internal NTP server 

instead 
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Lotus Protector: Installation
Finish and save …

Click [Finish] to 
finalize the process 

with the setup 
assistant
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Lotus Protector: Installation
Initial Configuration is DONE!

You are 
done!
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Lotus Protector: Installation
First things first – update the 

Go to [Updates & 
Licensing] to download the 

latest updates for your 
device – play it safe and 

don’t relay any mail 
through it until it has 

updated!
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Lotus Protector: Installation
Check if it works …

Follow the Admin guide on how to test if your 
Protector is relaying mail correctly

• Follow the [Getting Started Guide] ( on p. 28) – it is a great way to learn how to 
configure your new Protector:

– Configure a client to relay SMTP mail through the Protector
– Configure the Protector to allow that IP to relay
– Send mail to an internal account and one to an internet mail – if they make it you are golden
– Test a security Policy:  have it scan for specific words in a subject, send mail with that subject and verify if it is 

being processed 

Lotus Protector 
Documentation: 

http://is.gd/
eLRaa
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Lotus Protector:  Installation

• SMTP Service Settings (inbound, outbound) for retry 
options, mail delays, undeliverable mail options, etc.

• Transport Layer Security (TLS)
• Spam/Virus settings (ZLA, host reputation filters, etc.)
• Mail policy rules 
• LDAP directories – Server settings
• Mail storage and quarantine settings
• Intrusion Prevention settings 

Other Configuration Options
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Lotus Protector:  Backups
System Back-ups vs. Configuration Snapshots

The configuration snapshots are back-ups 
of the configuration of the Lotus Protector 
box (mail, SMTP, LDAP, policies, etc.).

You can have as many snapshots as you 
like and you can download them to your 
PC do save them in a outside of  the Lotus 
Protector box

You should take snapshots every time you 
are about to make configuration changes 
and right after you have made changes to 
be able to restore to earlier settings.

Configuration Snapshots

A system back-up is a complete snapshot 
of  the entire system, including the 
operation system. You can only have ONE 
system back-up at any time. 

The existing system back-up that comes 
with the installation will restore the system 
back to it’s original installation – Should 
you make a mistake in your first setup this 
will bring you back to a clean slate. Once 
you create a system back-up you will 
overwrite this original back-up.

System Back-ups

1 2

When running on 
VMWare you also 

have the additional 
option to use 

VMWare snapshots
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Lotus Protector: Back-ups
Continued . . . 
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Lotus Protector: Back-ups
Continued . . . 

Lotus Protector 
will be 

unavailable 
during the full 
system back-

up!
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Lotus Protector:  Clustering
Setup and Configuration Explained
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Lotus Protector: Clustering
Continued . . . 

• When you add a LPMS server to a cluster it looses all of 
its existing Data

• The first LPMS that you add to a cluster becomes the 
central appliance that all other servers will pull their 
configuration from

• Cluster mates must be able to communicate via ports 
5432 (database access) and port 4990 (cluster 
communication) with each other

• Users interact only with the central device
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Lotus Protector: Clustering
Continued . . . 

• A cluster member communicates all data about the mail it processed 
to the central appliance, but does not actually copy or move that mail 
(quarantined, waiting, queued, etc.) to it.

• Cluster members receive all their configuration settings from the 
central appliance

• When creating a cluster you will need to decide a passphrase which 
is used to add and remove members later. Do not forget that 
passphrase, it cannot be retrieved later
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Lotus Protector: Clustering
Continued . . . 

Create a new 
cluster and 
enter the new 
passphrase
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Lotus Protector: Clustering
Continued . . . 

Once you click 
OK all your 

previous mail is 
lost
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Lotus Protector: Clustering
Continued . . . 

Once you have 
created a 
cluster, there is 
then a new tab 
with cluster 
specific stats 
available on the 
home screen
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Lotus Protector: Clustering
Continued . . . 

Now you are 
ready to add 
cluster members 
to the mix
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Lotus Protector:  Domino Integration

• Users on Lotus can directly interact with their 
data on the LPMS appliance

• Users can browse their blocked/quarentined mail 
messages, manage their back/white lists and 
manage their daily quarantine report

• LSPS requires LDAP and a Notes client (and mail 
file template) ≥8.5.1 

Some info . . .
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Domino integration
Continued . . . 

First setup LPMS 
to use your 
Domino server as 
an LDAP directory

Choose  the built-in 
Domino directory 

and edit the 
contents to fit your 

environment  (server 
address, etc.)
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Domino integration
Continued . . . 

Enable end 
user access 

to data via 
the [End 

User 
Interface] 

policy 
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Domino integration
Continued . . . 

Enable port 4443 
access on your 
internal network 
port (or any other 
port you want to 
use)
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Lotus Protector: Domino integration
Continued . . . 

• Create (or edit and existing) Desktop policy that 
specifies the notes.ini variable [$Protector_Location]

Format: 
$Protector_Location=protector.notesbusters.com:4443

Or
$Protector_Location=10.2.2.188:4443
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Domino integration
Continued . . . 
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Domino integration
Continued . . . 

After adding 
the notes.ini 
variable the 

Protector 
specific 

features are 
available in the 

mail file
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Lotus Protector:Resources

• Protector WIKI: http://tiny.cc/sd7vs
• Protector Homepage: http://tiny.cc/5dst1
• Protector Documentation: http://tiny.cc/wtud5
• Protector Support Forum: http://tiny.cc/b6r6l
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THANK YOU!

Any Questions?

Your Logo

Sunday, September 5, 2010



How to contact me:
Victor Toal

The Consultant in your Pocket webcast series: find us at http://consultantinyourpocket.com

•E-mail: victor@toalsys.com
•Skype: Victor_toal
•Twitter: vtoal

•My Website: http://www.toalsys.com
•My Blog: http://notesbusters.com
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